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FedLine Web® Certificate Contingency Procedures

This guide provides step-by-step information to help you export a FedLine Web® certificate for your
browser for contingency purposes. We recommend that you create a copy of your FedLine Web
certificate in the event your stored certificate is corrupted or deleted.

Your screen images and language may vary slightly from the images in this guide depending on the
version of Windows you are using. Review the FedLine Web Hardware and Software Requirements page

on FRBservices.org for a list of supported platforms.

If you need browser assistance, please contact the Customer Contact Center at (888)333-7010.

Certificate Export Procedures

1. In the Windows search bar, search for and select Internet Options. The Internet Properties
window will open. Select the Content tab, then click Certificates.

& Internet Properties ? X

General Security Privacy Content Connections Programs Advanced

Certificates
Use certificates for enarypted connections and identification.

AutoComplete %

AutoComplete stores previous entries Settings
3) on webpages and suggests matches for
you.

Clear S5L state Certificates Publishers

Feeds and Web Slices

Feads and Web Slices provide updated Settings
content from websites that can be read

in Internet Explorer and other

programs.

b
o5

=
tuid

0K Cancel
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2. Highlight the certificate you want to export and click Export.

Certificates >

Intended purpose: <All>

Personal  Other People  Intermediate Certification Authorities  Trusted Root Certification| * | *

Issued To Issued By Expiratio...  Friendly Name
@Testl:ertx FRE Services Issuing ...  12/2/2022  ou=

Import... Remove Advanced

Certificate intended purposes
Client Authentication, Secure Email, Any Purpose

View

Close

3. This opens the Certificate Export Wizard. Click Next.

o Certificate Export Wizard

Welcome to the Certificate Export Wizard

This wizard helps you copy certificates, certificate trust lists and certificate revocation
lists from & certificate store to your disk.

A certificate, which is issued by a certification autharity, is a confirmation of your identity
and contains information used to protect data or to establish secure network.
connections, A certificate store is the system area where certificates are kept.

To continue, dick Next.

Cancel
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4. Ensure that Yes, export the private key is selected and click Next.

=

=# Certificate Export Wizard

Export Private Key
‘fou can choose to export the private key with the certificate.

Private keys are password protected. If you want to export the private key with the

certificate, you must type a password on a later page.
Do you want to export the private key with the certificate?
(®) Yes, export the private key

(O No, do not expart the private key

Cancel

5. Select the settings indicated below if available and click Next. Note: your options may
differ from those shown below depending on your operating system.

=

=# Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:
DER encoded binary X.509 (.CER)
Base-54 encoded X, 509 (.CER)

Cryptographic Message Syntax Standard - PKCS #7 Certificates ((P7B)

Indude all certificates in the certification path if possible

(®) Personal Information Exchange - PKCS #12 ((PFX)
EAtndude all certificates in the certification path if possible

[(Delete the private key if the export is successful
Export all extended properties
[Enable certificate privacy

Microsoft Serialized Certificate Store {(55T)

Cancel
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6. Enter a strong certificate password as explained in the Federal Reserve Banks’ Password Practice
Statement and ensure that TripleDES-SHA1 is selected in the Encryption field. Click Next.

€ ¥ Certificate Export Wizard
Security
To maintain security, you must protect the private key to a security princpal or by
using & password.
[[] Group or user names (recommended)
Add
Remave

Password:

| SRR REN |

Confirm password:

| SRR REN |
Encryption: | TripleDES-SHA1 w

Mext Cancel
7. Specify the destination of the file. Click Next.
X
€ ¥ Certificate Export Wizard
File to Export
Specify the name of the file you want to expert
File name:
C:\FedLine_User\Certificate_Backup.pfy| Browse...
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8. Click Finish.

€ ¢ Certificate Export Wizard

Completing the Certificate Export Wizard

‘You have successfully completed the Certificate Export wizard.
‘fou have spedfied the following settings:

Export Keys

C:\FedLine_User\Certificate_Badkup.p|
Yes
Incude all certificates in the certification path Ves
File Format

Personal Information Exchange (*.pfi

Cancel

9. You will be prompted to enter your certificate password

Exporting your private exchange key

An application is requesting access to a Protected item.

Password for:

CryptoAP| Private Key

[

[] Remember password

Cancel Details...

. Enter your password and click OK.

10. Ensure that you receive the following message. This completes the certificate export. Click OK.

Certificate Export Wizard *

The export was successful,

If you no longer require the certificate on the PC after it has been exported, please make sure to

delete the certificate.

© 2022 Federal Reserve Banks
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Certificate Import Procedures

1. In the Windows search bar, search for and select Internet Options. The Internet Properties
window will open. Select the Content tab, then click Certificates.

" Internet Properties T s

General Security Privacy Content Connections Programs Advanced

Certificates
Use certificates for encrypted connections and identification.
Clear S5L state Certificates [k Publishers
AutoComplete

AutoComplete stores previous entries Settings
& on webpages and suggests matches for
Yo

Feeds and Web Slices

4 Feeds and Web Slices provide updated Settings
Y content from websites that can be read

in Internet Explorer and other

programs.

a

OK Cancel Apply
2. Click Import.
Certificates X
Intended purpose: <All> ~

Personal QOther People  Intermediate Certification Authorities  Trusted Root Certificatior) * | *

Issued To Issued By Expiratio...  Friendly Name ]
[l TestCertx FRE Services Issuing ...  12/2/2022  ou=

Export... Remove Advanced

Certificate intended purposes

Client Authentication, Secure Email, Any Purpose

Close
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3. This opens the Certificate Import Wizard. Click Next.

& Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

To continue, dick Next.

Cancel

4. Browse to the certificate file that you would like to Import. Click Next.

€ ¥ Certificate Import Wizard

File to Import
Spedfy the file you want to import.

File name:
C:\Fedline_User\Certificate_Backup.pfx | I Browse...

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7E)

Microsoft Seriglized Certificate Store {,55T)

Mext Cancel
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5. Enter the password for the private key and ensure that the import options indicated below are
selected. Click Next.

& 4¥ Certificate Import Wizard

Private key protection
To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

[[]risplay Password

Import options:

Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

Mark this key as exportable. This will alow you to back up or transport your
keys at a later time.

Indude all extended properties.

Conce

6. Select Place all certificates in the following store. The Certificate store Personal will be selected
automatically. Click Next.

X
& 4¥ Certificate Import Wizard
Certificate Store

Certificate stores are system areas where certificates are kept.
Windows can automatically select a certificate store, or you can spedify a location for
the certificate.

(®) Automatically select the certificate store based on the type of certificate

(O Place all certificates in the following store

Browse...
Cancel
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7. Click Finish.

€ L¥ Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

‘You have specified the following settings:

Certificate Store Selected by User Personal
Content PFX
File Mame C:'Fedline_User\Certificate_Backup.pfi

Cancel

8. Once Finish is selected, you will see the following screen. Click Set Security Level.

Imperting a new private exchange key

An application is creating a Protected item.

CryptoAP| Private Key

QK Cancel Details...

X

Security level set to Medium Set Security Level...

9. Select High. Click Next.

Choose a Security Level

Choose a security level appropriate for this item.

(®) High
Request my permission with a password when this
item is to be used.

(O Medium

Request my permission when this item is to be used.

< Back Meaxt > Cancel

© 2022 Federal Reserve Banks
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Password Practice Statement. Click Finish.

10. Specify a strong password for the certificate password as explained in the Federal Reserve Banks’

Create a Password

Create a password to protect this item.

Create a new password for this item.

CryptoAP| Private Key

Cren

Password for:

< Back Cancel

Importing a new private exchange key x

An application is creating a Protected item.

CryptoAP| Private Key

Security level set to High Set Security Level...
Cancel Details...

Certificate Import Wizard X

o The import was successful.

© 2022 Federal Reserve Banks

11

11. Verify that your security level is set to High, then click the OK.

12. Ensure that you receive the following message. This completes the certificate import. Click OK.
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13. Verify that your import was completed successfully. In the Windows search bar, search for and
select Internet Options. The Internet Properties window will open. Select the Content tab, then
click Certificates.

&" Internet Properties Ig >

General Security Privacy Content Connections Programs Advanced

Certificates
Use certificates for enorypted connections and identification.

Clear SSL state Cortificates il Publishers
AutoComplete
AutoComplete stores previous entries Settings

% on webpages and suggests matches for
YO

Feeds and Web Slices

P ~| Feeds and Web Slices provide updated Settings
v\ content from websites that can be read

in Internet Explorer and other

programs.

oK Cancel Apply

14. The newly imported certificate should appear in the Certificates section at this time.

Certificates *

Intended purpose: <Al ~

Personal Other People  Intermediate Certification Authorities  Trusted Root Certification) * | *

Issued To Issued By Expiratio,..  Friendly Name 0

@TestCert X - FRB Services Issuing ...  12/2{2022  ou=

Export... Remaove Advanced

Certificate intended purposes
Client Authentication, Secure Email, Any Purpose

View

Close
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Installing the Federal Reserve Banks Certificate Authority (CA)
Certificates

Some users may need to manually install the Federal Reserve Banks CA Certificates. Follow the
procedures below to complete this activity on any new computer that will be used to access Federal

Reserve Bank Services.

FRB Services Root CA Certificate
1. Browse to the Certificate Registration Home page at https://registration.federalreserve.org and click
the Certification Authority (CA) Certificates button.

THE FEDERAL RESERVE

FRBservices.org™

Certificate Registration Home

Welcome to the Federal Reserve Banks certificate registration site. The Federal Reserve Banks provide web-based access to Federal Reserve Bank
services by leveraging public key infrastructure (PKI) technology. Access to Federal Reserve Bank services are protected through the use of digital
certificates to ensure strong mutual authentication between your web browser and the Federal Reserve Banks.

Instructions for creating a Federal Reserve Banks user certificate can be found here

Certificate Download

¢ certification Authority (CA) Certificates [

WARNING - Private Information System

You are accessing an information system provided for authorized use only. If you are not authorized to use this information system, disconnect
immediately. Unauthorized access is prohibited and may result in civil and/or criminal penalties. By logging on, you acknowledge that Reserve
Banks may audit, access, menitor, intercept, or search your communications and data; you have no reasonable expectation of privacy; and your

communications and data may be disclosed or used by Reserve Banks.

Use of the Federal Reserve Bank systems are subject to the terms and conditions of Operating Circular 5, Electronic Access, including the
Certification Practice Statement, and Password Practice Statement, where applicable. These documents are available on the Operating

Circulars page.

2. Click on FRB Services Root CA Certificate.

THE FEDERAL RESERVE

FRBservices.org™

Certification Authority (CA) Certificate

If you are retrieving a Federal Reserve Banks (FRB) user certificate, you do not need to retrieve the FRB Services Root CA Certificate or the FRB
Services Issuing CA Certificate. These certificates will be included in the certificate package file.

The FRB Services Root CA and FRB Services Issuing CA Certificates allow users to verify the web site they are visiting is considered trustworthy and
secure. With these credentials, your web browser will trust certificates issued by the FRB Services Root and Issuing CAs.

If you have a need to select the following options, you will be asked if you want to accept the Certification Authority's Certificate on your Web
browser. Accepting the FRB Services Root CA and FRB Services Issuing CA Certificates will import them directly into your Web browser.

< FRB Services Root CA Certificate .
FRB Services Issuing CA Certificate (2017-2030)

FRB Services Certificate Chain

FRB Services Root CA Certificate (PEM encoding)

MIIDhjCCAmEgAwIBAgIETUMKODARBgkghkiGow0BAQsFADE] MQswCQYDVQQGEWTL
czEeMBwGAlUEChMVRmMVkZXJhbCESZXN1cnZl1IEJhbmt zMRUWEWYDVQQLEWXQS0kg

U2Vydml ] ZXMxHTADBgNVBAMIFEZSQiBTZXI2aWN1CyBSD2 90 [ENEMB4XDTERMDEY

CDE4NTE1NFoXDTMxMDEyODESMIE1NFowYzELMAKGALUEBhMCAXMxHIACBgNVBACT
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3. The certificate file will be saved to your Downloads directory unless another directory is specified.
Open the directory the file was saved to and double-click on the certificate file.

4. In the Certificate Information window, click Install Certificate.

Certificate x

Details  Certification Path

ﬂ Certificate Information

This certificate is intended for the following purpose(s):

* All issuance policies
* All application polices

Issued to: FREB Services Root CA
Issued by: FRE Services Root CA

Valid from 1/28/2011 to 1/28/2031

Install Certificate...| | Issuer Statement

OK

5. The Certificate Import Wizard will be initiated. Click Next.

- Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trustlists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
@ Current User
(O Local Machine

To continue, dick Next.

Cancel

© 2022 Federal Reserve Banks
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6. Select Place all certificates in the following store and click Browse. Select the Trusted Root
Certification Authorities option and click OK. Verify the selection and click Next.

x

€ &# Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedify a location for
the certificate.

() Butomatically select the certificate store based on the type of certificate
(®) Place all certificates in the following store

Certificate store:
| Trusted Root Certification Authorities | I Browse. ..

7. Click Finish.

€ £# Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

‘fou have spedified the following settings:

(oS ity Rt e P e A U] Trusted Root Certification Authorities

Content Certificate

Finish Cancel

8. A confirmation prompt will be displayed when the certificate has been installed successfully. Click
OK.

Certificate Import Wizard *

o The import was successful,

© 2022 Federal Reserve Banks FedLine Web® Certificate Contingency Procedures v3.1
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FRB Services Issuing CA Certificate

1. Browse to the Certificate Registration Home page at https://registration.federalreserve.org and click
the Certification Authority Certificate link in the left-hand navigation menu.

THE FEDERAL RESERVE

FRBservices.org™

Certificate Registration Home

Welcome to the Federal Reserve Banks certificate registration site. The Federal Reserve Banks provide web-based access to Federal Reserve Bank
services by leveraging public key infrastructure (PKI) technology. Access to Federal Reserve Bank services are protected through the use of digital
certificates to ensure strong mutual authentication between your web browser and the Federal Reserve Banks.

Instructions for creating a Federal Reserve Banks user certificate can be found here.

Certificate Download

ority (CA) Certificates B

Certification

WARNING - Private Information System

You are accessing an information system provided for authorized use only. If you are not authorized to use this information system, disconnect
immediately. Unauthorized access is prohibited and may result in civil and/or criminal penalties. By logging on, you acknowledge that Reserve
Banks may audit, access, monitor, intercept, or search your communications and data; you have no reasonable expectation of privacy; and your
communications and data may be disclosed or used by Reserve Banks.

Use of the Federal Reserve Bank systems are subject to the terms and conditions of Operating Circular 5, Electronic Access, including the
Certification Practice Statement, and Password Practice Statement, where applicable. These documents are available on the Operating
Circulars page.

2. Click on FRB Services Issuing CA Certificate (2017-2030).

THE FEDERAL RESERVE

FRBservices.org™

Certification Authority (CA) Certificate

If you are retrieving a Federal Reserve Banks (FRB) user certificate, you do not need to retrieve the FRB Services Root CA Certificate or the FRB
Services Issuing CA Certificate. These certificates will be included in the certificate package file.

The FRB Services Root CA and FRB Services Issuing CA Certificates allow users to verify the web site they are visiting is considered trustworthy and
secure. With these credentials, your web browser will trust certificates issued by the FRB Services Root and Issuing CAs.

If you have a need to select the following options, you will be asked if you want to accept the Certification Authority's Certificate on your Web
browser. Accepting the FRB Services Root CA and FRB Services Issuing CA Certificates will import them directly into your Web browser.

FRB Services Root CA Certificate
S — R —

< FRB Services Issuing CA Certificate (2017-2030) ’

FRB Services Certificate Chain

FRB Services Root CA Certificate (PEM encoding)

MIIDhjCCAmégAWIBAGIETUMXODANBgkghkiGow0BAQsFADBIMOswCQYDVQOGEWTL
czEeMBWGA1UEChMVRMVkZXJhbCBSZXN1cnZ1IEJhbmt zMRUWEWYDVQQLEWEQS0kg
U2Vydmlj ZXMxHTAbBgNVBAMTFEZSQiBTZXJ2aWN1cyBSb290 I ENBMB4XDTEXMDEY

ODE4NTE1NFoXDTMxMDEyODESMIE1NFowY zELMAKGA1 UEBhMCAXMxHj AcBgNVBRCT

3. The certificate file will be saved to your Downloads directory unless another directory is specified.
Open the directory the file was saved to and double-click on the certificate file.

© 2022 Federal Reserve Banks FedLine Web® Certificate Contingency Procedures v3.1
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4. In the Certificate Information window, click Install Certificate.

n  Certificate >

Details Certification Path

E Certificate Information

This certificate is intended for the following purpose(s):

1.3.6.1.4.1.7611.100. 1.1 ~
1.3.6.1.4.1,7611.100. 1.2
.1.4.1.7611,100. 1.3
1.4.1,7611.100. 1.4
.1.4.1.7611,100. 1.5
1.4.1.7611,100. 1.6 N

Issued to: FRE Services Issuing CA1

Issued by: FRE Services Root CA

Valid from 12/9/2017 to 12/9/2030

Install Certificate...| Issuer Statement

OK

5. The Certificate Import Wizard will be initiated. Click Next.

X
=# Certificate Import Wizard
Welcome to the Certificate Import Wizard
This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.
A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.
Store Location
@ Current User
() Local Machine
To continue, dick Next.
© 2022 Federal Reserve Banks FedLine Web® Certificate Contingency Procedures v3.1
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6. Select Place all certificates in the following store and click Browse. Select the Intermediate
Certification Authorities option and click OK. Verify the selection and click Next.

x
& L¥ Certificate Import Wizard
Certificate Store
Certificate stores are system areas where certificates are kept.
Windows can automatically select a certificate store, or you can spedify a location for
the certificate.
() Automatically select the certificate store based on the type of certificate
(®) Flace all certificates in the following store
Certificate store:
| Intermediate Certification Authorities| Browse...
7. Click Finish.
x

€ L# Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish,

‘You have spedified the following settings:

Certificate Store Selected by User il = iR e giile=1 s gl - yigle gl ="

Content Certificate

Finish Cancel

8. A confirmation prompt will be displayed when the certificate has been installed successfully. Click
OK.

Certificate Import Wizard *

o The import was successful,
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